Wisconsin Department of Justice DCI

ACISS Case Master Report 11-816
Date Initiated 03/03/2011

Division:
Sensitive Cases:
Bureauw:

Section:

Lead LEC:

Type Of Case:
Case Description:

WI Department of Justice -
Div. of Criminal Investigation (DCI)

Div. of Criminal Investigation (DCI}

DCI Investigative Services

ICAC & Computer Crimes DCI

Montgomery, Brad R (ICAC & Computer Crimes DCI / Wisconsin Department of Justice DCI)

Computer Crimes
Email threat to Wl Senators from tpatdat@charter.net

Case Statu
Case Status: Closed
Case Status Date: ~ 05/03/2011
Disposition Code:  Crime Not Substantiated
Disposition Date: 05/03/2011
SHOWERSDJ 05/04/2011

098:00

ACISS software licensed by Wisconsin Case Management

Page 1 0of 1




Wisconsin DOJ Division of Criminal investigation

ACISS Initiating Case Report Report 11-816
Report Date: 03/03/2011

Primary Information
Report Number: 11-816
Report Date: 03/03/2011
Type Of Report: Initiafing Case Report
Description: tpatdat@charter.net
Dissemination Code:  Agency
Reporting LEO: Meontgomery, Brad R (ICAC & Computer Crimes DCI / Wisconsin Department of Justice DCI)
Approval Status:r Approved
Approved Date: 04/08/2011
Approved By: Drazkowski, Dennis L (Wiéconsin Statewide Intelligence Center DCI / Wisconsin Department of Justice DGI)

On Saturday, 02/26/2011, Director Dave Spakowicz forwarded two emails to S/A Brad Montgomery. Both of these emails had been
sent from the email address tpatdat@charter.net. One of the emails had been sent to Wisconsin Senator Julie Laundrie on
Wednesday 02/23/2011, and the other had been sent to Wisconsin Senator Tim Carpenter on Tuesday 02/22/2011.

S/A Montgomery and AAG Mike Schaefer reviewed the email content of the emails. During this review it was determined that the
email sent to Senator Tim Carpenter met the definition under Wisconsin State State Statute 947.0125(2) of a threatening or

intimidating email. .

Related Addresses
Address . Relationship
tpatdat@charter.net, Wisconsin , United States of America IP or WEB Address

Record Origination Operator: Tl::\sr;itg::ggg, Brad_R (Wisconsin Statewide Intelligence Center DCI/ Wisconsin Department of

Record Origination Date: 03/03/2011 12:01

Last Update Operator: 'I?lrl:;l;zw[')sg;i Dennis L (Wisconsin Statewide Intelligence Center DCI/ Wisconsin Department of

Last Update Date: 04/05/2011 12:20

Reporting LEO . - [Superviso _ e

Montgomery, Brad R (ICAC & Computer Drazkowski, Dennis L (Wisconsin

Crimes DCl/ Wisconsin Department of Statewide Intelligence Center DCI / 4/22/2011
Justice DCI) Wisconsin Department of Justice DCI)
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Wisconsin Division of Criminal Investigation Case Repoft
Case/Report Number:

On Saturday, 02/26/2011, Dirsctor Dave Spakowicz forwarded two emails to
5/A Brad Montgomery. Both of these emails had been sent from the email
address tpatdat@charter.net. One of the emalls had been sent to
Wisconsin Senator Julie Laundrie on Wednesday 02/23/2011, and the other
had bsen sent to Wisconsin Senater Tim Carpenter on Tuesday 02/22/2011.

The email sent to Senator Laundrie stated the following:

Hey Julie

I know Scott comes from a good Wisconsin family,Check it
out!!!!

Now! I have no glue where Sen.Erpenbach comes from but, from
a source

I heard from, (LenaTavylor)that he is z derelict who likes to
cross dress and screw :

you over and over cause you have no idea what is going on??
So much eof thinking vou are a religious person!!

Dave Lets Save Wisconsin

The email sent to Senator Carpenter stated the following:

I HEAR THERE IS8 A BOUNTY OUT FOR YOUR LOW LIFE ASS
AND THE COTHER 13 THAT ARE SCREWING THEIR CONSTITUENTS.

IM COMING LOOKING FOR YOU DUDE AND THE OTHERS!
Duane "Dog” Chapman

S/A Montgomery and AAG Mike Schaefer reviewed the email content of the
emails. During this review it was determined that the email sent to
Senator Tim Carpenter met the definition under Wisconsin State State
Statute 947.0125(2Z) of a threatening or intimidating email.

Narrative Page

This document contains neither recommendations nor conclusions of the
Division of Criminal Investigation. It is the property of this
Division, and is loaned to your agency. Its confents are not to be
distributed ocutside your agency.



Wisconsin DOJ Division of Criminal Investigation

ACISS Investigative Report 11-816/1
Report Date; 05/03/2011

Primary Informatio
Report Number: 11-816/1

Report Date: 05/03/2011

Type Of Report: Investigative

Description: Receipt of Information

Dissemination Code: Agency _

Reporting LEO: Montgomery, Brad R (Wisconsin Statewide Intelligence Center. DCI/ Wisconsin Department of Justice DCI)
Approval Status: Approved

Approved Date: 05/03/2011

Approved By: Matthews, David S {(Wisconsin Statewide Intelligence Center DCI f Wisconsin Department of Justice DCI)

Synopsis
On Saturday, 02/26/2011, Director Dave Spakowicz forwarded two emails to S/A Brad Montgomery. Both of these emails had been
sent from the email address tpatdat@charter.net. One of the emails had been sent to Wisconsin Senator Julie Laundrie on
Wednesday 02/23/2011, and the other had been sent to Wisconsin Senator Tim Carpenter on Tuesday 02/22/2011.

S/A Montgomery and AAG Mike Schaefer reviewed the email content of the emails. During this review it was determined that the
email sent to Senator Tim Carpenter met the definition under Wisconsin State Statute 847.0125(2) of a threatening or intimidating

email.

~ Address ' Reiationship
tpatdat@charter.net, Wisconsin , United States of America IP or WEE Address

Record Origination Operator: Monfgomery, Brad R (Wisconsin Statewide Intelligence Center DC! / Wisconsin Department of
Justice DCI)
Record Origination Date: 05/03/2011 10:14

Last Update Operator: Tj:gliwgéga‘"d S (Wisconsin Statewide Intelligence Center DCI f Wisconsin Department of

Last Update Date: 05/0312011 16:37
Reporting LEO 3] uperviso
Montgomery, Brad R (Wisconsin Matthews, David S (Wisconsin Statewide
Statewide Intelligence Center DCI / Intelligence Center DCI / Wisconsin 5/4/2011
Wisconsin Department of Justice DCI) Department of Justice DCI)
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Wisconsin Division of Criminal Investigation Case Report
Case/Report Number:

On Saturday, 02/26/2011, Director Dave Spakowicz forwarded two emails to
S/A Brad Montgomery. Both of these emails had been sent from the email
address tpatdat@charter.net. Cne of the emails had been sent to
Wisconsin Senator Julie Laundrie on Wednesday 02/23/2011, and the other
had been sent to Wisconsin Senator Tim Carpenter on Tuesday 02/22/2011.

The email sent to Senator Laundrie stated the following:

Hey Julie

I know Scott comes from a geood Wisconsin family,Check it
out!!!!}

Now! I have no glue where Sen.Erpenbach comes from but, from
a source

I heard from; {(LenaTaylor)that he is a derelict who likes to

cross dress and screw
you over and over cause you have no idea what is going on??
So much cf thinking vou are a religious person!!

Davea Lets Save Wisconsin

The email sent to Senator Carpenter stated the following:

I HEAR THERE IS A BOUNTY QUT FOR YCUR LOW LIFE ASS
AND THE OTHER 13 THAT ARE SCREWING THEIR CONSTITUENTS,

IM COMING LOOKING FOR YOU DUDE AND THE OTHERS!
Duane "Dog" Chapman

5/2 Montgomery and AAG Mike Schaefer reviewed the email content of the
emails. During this review it was determined that the email sent to
Senator Tim Carpenter met the definition under Wisconsin State Statute
847.0125{2) of a threatening cr intimidating email.

Narrative Page

This document contains neither recommendations nor conclusions of the
Division of Criminal Investigation. It is the property of this
Division, and is Ioaned to your agency. Its contents are not to be
distributed outside your agency.



From: Dave [mailfo:tpatdat@charter.net] .
Sent: Wednesday, February 23, 2011 7:43 FM
To: Sen.Carpenter .
Subject: BOUNTY

I HEAR THERE IS A BOUNTY OUT FOR YOUR LOW LIFE ASS
AND THE OTHER 13 THAT ARE SCREWING THEIR CONSTITUENTS.

IM COMING LOOKING FOR YOU DUDE AND THE OTHERS!

Duane "Dog" Chapman



Wisconsin DOJ Division of Criminal Investigation

ACISS Investigative Report 11-816/2
Report Date: 05/03/2011

Primary Informatior

Report Number: 11-816/2
Report Date: 05/03/2011
Type Of Report: Investigative
" Description: Subpoena for records
Dissemination Code:  Agency
Reporting LEO: Montgomery, Brad R (Wisconsin Statewide Intelligence Center DCl / Wisconsin Department of Justice DCI)
Approval Status: Approved
Approved Date: 05/03/2011
Approved By: Matthews, David 8 (Wisconsin Statewide Intelligence Center DCi / Wisconsin Department of Justice DCI}

Synopsi
On Friday 03/04/2011, S/A Brad Montgomery applied for and received a subpoena for records for the email account
“tpatdat@charter.net”. The subpoena for records was signed by Dane County Judge Daniel R. Moeser, Circuit Court Branch 11.

On 03/17/2010 SAIC Dennis Drazkowski completed the subpoena return and filed the return to the Dane County Clerk of
Courts/Court Records Office.

Ad'dress .“ i Relationship

tpatdat@charter.net, Wisconsin, United States of America _ IP or WEB Address

Type Sex Race DOB Relationship
Person Male White 1953 Perscon of Interest

Record Origination Operator: Mon?gomery, Brad R (Wisconsin Statewide Intelligence Center DCl/ Wisconsin Department of
Justice DCI)

Record QOriginaticn Date: 05/03/2011 10:19

Last Update Operator: I’:I!?stfirliwrs‘;‘ll:\)awd S (Wisconsin Statewide Intelligence Center DCI / Wisconsin Department of

AW et W RS

Last Update Date: 05/03/2011 16:3¢9

Reporting LEO

Montgomery, Brad R (Wisconsin Matthews, David S (Wisconsin Statewide
Statewide Intelligence Center DCI/ Inteiligence Center DC! / Wisconsin 5472011
Wisconsin Department of Justice DCI Department of Justice DCI)

following page
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Wisconsin Diwvision of Criminal Investigation Case Report
Case/Report Number:

On Friday 03/04/2011, S/A Brad Montgomery applied for and received =a
subpoena for records for the email account “tpatdat@charter.net”. The
suppoena for records was signed by Bane County Judge Daniel R. Moeser,
Circuit Ccurt Branch 11.

On 03/04/2011, S/A Montgomery faxed a copy of the subpoena for records
to Charter Communicaticns at the fax number 314-809-0605.

On 03/15/2011, Charter Communications faxed the account holder
information for the account “tpatdatlcharter.net” to DCI. Charter had
identified the account holder as follows:

Pat & bavid A Toshner

rond du Lac, WI 54937-9611

On 03/17/2010 SAIC Dennis Drazkowski completed the subpoena return and
filed the return with the Dane County Clerk of Courts/Court Records
Office.

Narrative Page

This document contains neither recommendations nor conclusions of the
Division of Criminal Investigation. It is the property of this
Division, and is lcaned to vour agency. Its contenfs are not to he
distributed cutside your agency.



STATE OF WISCONSIN CIRCUIT COURT DANE COUNTY .
BRANCH /1 .

IN THE MATTER OF A SUBPOENA
FOR RECORDS OF: :

Charter Communications Inc.

ATTN: Legal Department — Subpoena Service
12405 Powerscourt Drive

St. Louis, MO. 63131 -

§ 8 W1 L1 Y9N 110

ATTORNEY GENERAIL’S REQUEST FOR A SUBPOENA FOR RECORDS OR OTHER
INFORMATICON OF A PROVIDER OF ELECTRONIC COMMUNICATIONS SERVICES AND
REMOTE COMPUTING SERVICES WIS. STAT. § 968.375.

REQUEST ,

NOW COMES J.B. Van Hollen, Attormey General, and Michael Schefer, Assistant
Attorney General, tﬁ request that this Court issue a subpoena for records\pursﬁant to the ﬁrovisiens ‘
of Wis. Stat. § 968.375, upon the following grounds: .

1.. ‘Attached and incorporated hére:in is the Affidavit of Special Agent Brad
.' Montgomery, a special agent for the Wlsconsm Department of Jushce, Dmsmn of Criminal
Investigation, setting forth the facts Dronmhng this request and estabhshmg nrobable cause for the
issuance of the requested subpoena.

'2. As sﬁown i_n_the affidavit, there i; probable cause to beﬁeve that there are
‘ docurents presently located at Charter Communicatioﬁs 'Inc., 12405 Pchrséourt Drive, St.
Louis, MO 63131, a i:}ers_onfbusiness subject to the jurisdiction of this court under Wis. Stai. §

968.375(2), which documents constitute evidence of the crime(s) of COMPUTER CRIMES,

contrary to Wis. Stat. § 947.0125(2)(@), (b) and (6).




3. The requested i infbnnéﬁon as stated"in ‘cbe, subpoena includes, but 1s no’c Timited to:

Subscriber, member and account information, and.IP asmg;nment
logs for the user account mamtammg the email account

“tratdat@charter.net”.

4, WHEREFORE, this assistant attorney general réqu&sts, pursuant to §'96S.375? that

this Court issue a subpoena fbr the above-identificd documents directed to the custodian of records
for' Charter Communications Inc., 12405 Powerscourt Drive, St. Louis, MO. 63131.

5. Fo;-‘ the | 1€as0Ns st;ited in the sﬁpporti;lg affidavit of Speciai Agent .Brad

: Montgoméry, the. records are being sought in connection with an ongoing investigation ajnd.

pr_emafuré disclosure of the existence of the subpoena or its contents couid hinder thzs invesﬁgation.

The Attorney General requests that the Court order that

a. Charter Communications Inc., 12405 Powerscourt Drive, St Lous, MO. 63131. be

prohibited from disclosing the existence of the subiabena to customer or subscriber
. without prior autiloﬁzation of the Court,

b. upon return of the subpoena, that the Clerk of the Circﬁi:t Court receive, file and
maintain UNDER SEAL all aocuﬁmts pertaiﬁing to the requested subpoena,
including but not ]J'mited to mciudjng but- not limited to this order, the sﬁbpoena, the
return, the request, and any other supporting documents, until [DATE], subject to any
additional motions or orders extending this time penod

Dated at Madison, Wisconsin, this_%_day of /'%,-OA‘ , 2011,

JB. VAN HOLLEN
Attorney General

Aot

Michael Sch .

Assistant A orney General

State Bar #1010877

Attorneys for State of Wisconsin




Wisconsin Department of Justice
Post Office Box 7857

Madison, Wisconsin 53707-7857
(608) 267-2070 |




STATE OF WISCONSIN CRCUIT.COURT DANE COUNTY
BRANCH /] -

* IN‘THE MATTER OF A SUBPOENA
- FOR RECORDS OF:

Charter Communications Inc.

ATTN: Legal Department — Subpoena Serv1ce :
12405 Powerscourt Drive: ‘
St. Louis, MO. 63131

AFFIDAVIT OF SPECIAL AGENT BRAD MONTGOMERY IN SUPPORT OF A
SUBPOENA FOR RECORDS PURSUANT TO WIS, STAT. § 968.375

STATE OF WISCONSIN )
. )88
COUNTY OF DANE )y

- Affiant, being duly sworn on oaih; states as follows:

1. I am currently employed as a Special Agent for the Wisconsin Departtnerrt of
Justice. I have been employed as a law enforcement officer for the past 17 years.

ay S/A Mo*ngomery isa certiﬁed Wisconsin pohce officer employed as a swom
- special agent with the Wisconsin Division of Criminal Investigation. S/A

Montgomery has been a police officer smce 1994.

b} S/A Montgomery has received more than 200 hours training m the investigation
of computer and infernet crimes, and methods of forensic analysis of computers

used in criminal activity,
c) S/A Montgomery has prov1ded more than 400 hours of training related to
computer and mternet crime investigations, and méthods of forensic analysis of

computers used in criminal activity to local, state and federal law enforcement
personnel, as well military personnel and individuals employed with private

corporations.

d) Since 1998 S/A Montgomery has been assigned by the Administrator of the
Wisconsin Division of Criminal Investigation to investigate complaints of
computer related crimes and Internet crimes and to-conduct forens1c examinations

- of computers used in criminal act1v1ty

¢) Since 2003 S/A Montgomery has been employed as a part-time instructor for a




company called Guidance Software. In this capacify affiant instructs local, state,
and federal law enforcement employees, military and government intelligence
agency employees, foreign govemnment employecs, and private corporate
employees computer forensics and computer crime investigations including
computer network incident response. __

2. S/A Montgomery is seekmg records that he has réason to beheve are cmrenﬂy in
the possession of Charter Communications Inc., 12405 Powerscourt Drive, St. Louis, MO.
-63131. These records are more particularly descnbed as follows:

Subscriber, member,- and ac_:count information, and TP assignment
logs for the user account maintaining the email account

“tp atdat@charter net”.

3. S/A Montgomery beheves that the records deseribed in paragraph 2 above constitute
'emdence of the crime(s) of COMPUTER CRIMES, contrary to Wis. Stats. §§ 947. 0125(2)(3) (bt)

and (c)

4. S/A Montgomery believes the records requested will 1dennﬁr the account- holder for
the email accomnt “ipatdat@charter.net”,” :

5. S/A -~ Montgomery knows through training and experience that Charter
Communications, Inc. is a provider of an elecironic communications service as provided as defined
in Wis. Stat. §968.27(5) or remote computing service as defined in Wis. Stat. §968.27{14g) becanse
‘Charter Communications, Inc. is an internet service provider in the State of Wisconsin.

6. S/A Montgomery knows through previous eﬁperience that Charter Communications
is an intemet service provider that provides internet services within the State of Wisconsin, and also
maintains - office space as well as technical communications equipment within the State of

' Wisconsin.

7. S/A Montgomery is conduchng a cnmmal investigation regarding the transmission
of a harassing and/or threatening e—ma:ll ‘message to Wisconsin State Senator Tlm Carpenter '

a) S/A Montgomery reviewed the harassing and/or threatening email and observed that
the email was sent on 02/23/2011 at 7:43 pm, using the email address
“tpatdat(@charter.net”, was sent to Wisconsin State Senator Tim Carpenter at his
email address of “Sen Carpenter@legis.wisconsin.gov”, and that the emml message
contained the following content message:

“1 HEAR THERE IS A BROUNTY OUT FOR YOUR LOW LIFE ASS
AND THE OTHER 13 THAT ARE SCREWING THEIR

CONSTTTUENTS.
™ COMING LOOKING FOR YOU DUDE AND THE OTHERS! ,

Duane "Dog" Chapman



b) S/A Montgomery observed that the e-mail contained profane language as Well as

bemg mtumdatmg or threatening overall

8. S/A Montgomery knows through previous experience that the email servers used by
the Wisconsin legislators are maintained within the city of Madison, Dane County, Wisconsin.

9. S/A Montgomery has used computers in the use of his/her work and has personally

used Internet Browsers and e-mails services. He is aware that individuals using e-mail services
must use an Internet Provider Service (ISP) such as Hotmail.com, Yahoo.com, or AQL.com to
access the Internet. He is also aware that the ISP’s computer servers can and do keep logs of
customer activities such as: access logs of Internet Protocol (IP) information, billing information
which includes the ciistomer name, address telephone number and length of time connected to the

Intemet Service Prowder

'10.  S/A Montgomery knows that an email address contains a email sender name that

Would be registered with a specific domain, followed by the “@” symbol, followed by a domain
~ name. In the case of the email nsed to send the emails in this case “1patdat@charter.net” the user
would be “tpatdat”, and the domain would be “charternet”. Charternet is the domain that the

email sender sent the email from.

11 S/A Moentgomery recognizes the domain charter.net ﬁom his trammg and |

experience with previous investigations as belonging to Charter Communications Inc. - S/A
Montgomery knows from experience that Charter Communications, Jnc. has and will comply
with Wisconsin legal process (including subpoenas for documents) served upon it by telefax or
mail. S/A Montgomery reviewed the Charter Communications Inc, website and observed that
the company recgives Iegal service &t the following address: :

Charter Communications Inc.

ATTN: Legal Department — Subpoana Service
12405 Powerscourt Drive _

St. Lonis, MO. 63131

FAX: 314-909-0609

12.  Within five (5) business days following receipt, I will prepare and submit to the
clerk of courts & retumn accompanied by a written inventory of the documents received. In

addition, I will also return this affidavit, the court’s findings and orders, the subpoena, the Attomesy

General’s or District Atiorney’s request for subpoena, the above described refurn, and any cther
documents submitted i in support of the request for the subpoena.

- 13.  The investigation cpnﬁﬂues and is on-going. I believe that secrecy at this time of
the request and affidavit in support, the issuance of, all orders, returns and other related
information concerning the requested subpoena is appropriate in order to prevent premature
disclosure of the status, progress. or details of the investigation, as reflected in this affidavit;
avoid the disclosure of possible sources of evidence, including sources over which one or more
targets may have access or control; keep blowledge of the investigation from an umarrested target
who might be tempted to flee or avoid apprehension; avoid those interested in thwarting ﬁ:lé
investigation from tampering with, concealing or destroying investigative evidence; and to protect
against the inadvertent disclosure of personally identifiable information and data.



14. I base this belief on my expenence in mvestlgatmg other crimes of this type and
the nature of the cmme(s) being investigated.

5. 1 esﬁmate that further investigation of this matter may take an additional 1 month.

&%@Wf

Brad Montgomery -

Special Agent , -
Wisconsin Department of Justice
2445 Darwin Road

Madison, WI 53704 .

Subscribed and sworn to before'me
L _ ) P '
this 4 day of MW‘L , 2011,

Notary Pubfig/ State of Wisconsin

My commission _# gersenent .
] ‘



DANE COUNTY

STATE OF WISCONSIN ' CIRCUIT COURT
- | BRANCH 1

IN THE MATTER OF A SUBPOENA .
FOR RECORDS OF: : =

" Charter Commumcahozls Inc. ‘ f : 5
ATTN: Legal Department — Subpoena. Semce o
12405 Powerscourt Drive =
St. Louis, MO. 63131 | : _ ;;
L T;., * %

ORDER GRANTING SUBPOENA FOR RECORDS OR O'IT]ER INFORMATTON OF A

PROVIDER OF ELECTRONIC COMMUNICATIONS SERVICES AND REMOTE
COMPUTING SERVICES WIS. STAT. § 968.375 :

FINDINGS AND ORDERS
Pursuant to Wis. Stat §968.375, the State of Wiécon,sin, by Assistant Attorney

.
General Michael Schaefer, has filed a Request'for a Subpoena for Records and Other Information

now under the custody and control of the custodian of records for Charter Commnmumications nc

12405 Powezscourt Drive, St. Louis, MO. 63131
- The Request is supported by an afﬁdavﬂ of Brad Montgomery, a spemai agent for

_ 2
- the Wlsconsm Department of J' ustice, Division of Criminal Investigation (“DCI”)

Based upon its review of the At‘tomey General’s request and the supporting .

' 3.
aﬁﬁdavm the Dane County Circuit Court, the Honorablemw i D VM@W finds probable

cause to believe that the records or other information identified in the accompanying subpoena may

consutute evidence of the crime(s) of COMPUTER CRIMES contrary to Wis. Stat. §§

047.0125@2)(a), (b) and (<),
"The Court alse finds probable cause to helieve that the records named in the

4,
aceompeny]ng subpoena are now under the custodf/ and control of the custodian of records for




Charte;r Cormnunicationsrlnc., whichis a fﬁrovider of electronic comznﬁnicét_ions services or remote
computing services subject to thls Court’s ju:isdictibn pursuant to Wis. Stat. § 968.375(2).

5. " The Court finds fhat this isan ongoing investigation and that 'se;zrecy 1's required m
order 10 keep knowledge of the investigation from an unanfested target who might be tempted to
flec or avmd apprehensmn and to avoid those interested in thwarting the mvesttoahon from
tampering Wlth, concealing or destroymg _mvestlgahve ewdence. h |

6. NOW, -TI-IEREFORE- on the. request of the Attorney General pursuant to Wié.
- Stat.-§ 968.375, ].T IS I—IE'REBY ORDERED that the accompanymg subpoena shall be issued,
pursuat to Wis. Stat, § 968.375. | |

7. - THE COURT HEREBY ORDERS that the DCI serve the subpoena within 5 days of
_ rthe date of this order. Service may be through any means authorized under Wis. Stat. §968.375(6).
8.  THE COURT HEREBY ORDERS that the DCI return the subpcena not later than’5
i days after the DCI receiveé the records or inforx;}atien déscribed in the subpoena. |

9. B;as'ed upon the finding set forth in para. 5. above, THE COURT FURTHER -
ORDERS that: '
a. Charter Communications is prohibited from disclosing the existence of the subpoena to the
cusfomer or subscriber Wi"rhoui prior authorization of the Court; AND |
b. : The cle_‘:rkrseal all documents related to tlus subpoena, iﬁcludi;zg but qot limited fo this ;),rder,

the subpoena, the return, the request, and any other supporting documenis.

¢. The documents previously described shall iemain nder seal uniil bl“{ l 201 ;’ , subject

to any additional miotions or orders extending this time period. A

Dated at Madison, Wisconsin, this E day of ! !! 2"’\ , 2011,



"D

o

The Hon.%\_/gg,;/! L. Mo

e

/DM County Cireuit Court Judge
-8
Branchﬂ' o




DANE COUNTY

STATE OF WISCONSIN CIRCUIT COURT
_ BRANCH {/

IN THE MATTER OF A SUBPOENA o

FOR RECORDS OF: . _ =
Charter Commurications Inc. =.

ATTN: Legal Department — Subpoena Servme -

12405 Powerscourt Drive -

St. Louis, MO. 63131 &

‘S‘j_g;.

SUBPOENA FOR RECORDS PURSUANT TO WIS. STAT. § 968.375

TO: Custodian of records of:

Charter Communications Inc.
ATTN: Legal Department — Subpoena Service

12405 Powerscourt Drive
St. Louis, MO. 63131 ‘
1 2o
2{}11 at am,,/pm. before -

You are hereby reqmred to appear onf\v{wgf;\ { 8 ‘
, Circuit Com't Judge for Branchﬁ; of the Dane County

the HonorablM{f L WAorse
Circuit Court, at the Room _@of the !&v\ﬁ_@ounty Courthouse Madlson, Dane

Coun‘cy, Wisconsm You are requn‘ed to bring mﬂz you any and all of the following documents

Subscnber, member, and account information, and IP assignment
logs for the user account. maintaiming the email - account

“Ipatdat@charter.net”.
Records mciude but are not limited to books, papers, records, recordings, tapes

photo grapbs films or computer or electronic data.
In Lieu of appeanng on the aforementioned date and time, you are hereby awthorized to

deliver these documents to Brad Mantgomery, a spemal agent for the Wisconsin Department of




Justice, Division of Criminal Investigation, 1o¢ated at 2445 .Darwin Road, Madison, Wisconsin
| 53704, by fax at 608_—242—53 88, or by email at montgomerybr@doj.state.wi.us, or his’her designee |
béfore the c.rdered appearénce date. \ ;

- You are further ordered not to disclose the natare or contents of ﬂ]IS subpoéﬁa to -

anyone, including the customer or subscribier of the subpoenaed records . otheér than your

legal connsel, except upen order of f.he Court.

- Failure to comply with this subpoena may result in pumshment for contempt.

Dated at Mamson, WISCOIJSID: this LE _~dayof i 9 \_, 201 I

W

i HONORABLE Doe] (. Metsey

Dane County Circuit Court Judge

Branch‘gz

- CERTIFICATE OF SERVICE

! cerﬁfy and admit that I have received this subpoena as provided in Wis: Stat. §968.375(6).

Signed:

(Al persons who receive subpoenas by mail must sign here) |

Name:

(Type or handwrite name here)

Dated:




STATE OF WISCONSIN CIRCUIT COURT DANE COUNTY
BRANCH 11 '

IN THE MATTER OF A WARRANT =

FOR DOCUMENTS OF: = .

21U

Charter Communications Inc. _
ATTN: Legal Department — Subpoena Service
12405 Powerscourt Drive

. St. Louis, MO. 63131 -

RETURN OF SUBPOENA FOR RECORDS ISSUED UNDER WIS. STATS. 968.375

I hereby cei'tify that, pursuant to a ‘subpoena. for records iésﬁed pﬁrsuant to Wis. Stats. §

| 96‘8.3-75(4) in the above matter on September 3, 2010, which authorized the party to Which the
subpoena was directed to comply with the subpoena by respondiﬁg dirécﬂy to thé Special Agent |
Brad Mo tgoméry, the following is a summary/inventory of the documents received on

5{% ‘f{ 28// ___in response to the subpoena:

Account information provided by Charter Communications Inc. for the email
account “tpatdat@charter net”. .

-The above-described documents remain in the possession of Special Agent Brad
Montgomery subject to the disposition of the court. A copy of thersubpoena and suplz;orting

* documments are attached hereto. This “return” and its attachments are filed subjéct to any existing

court orders for sealing of records related to this warrant.

B 5 . _
Dated this / 2 __day of March, 2011, - ’ A
- ’ l \ - ‘ ‘ —_
S /Dmm

Jennis ) %ZKD@/@ 2
Special Agent jp ﬂ{é F? %
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1aw Enforcament Paralegal
Charter Camms,a_nicaﬂons,.lnc.

] 12405 Powerscobrt Dr. L
Roo % R Nl N . _ o L . St.,l..v)!.l!s, MO 53131 . ,-\7;.'--2 L
T S i LA 3149030608
CONFIDENTIAL S
March 15, 2011
ViA FACSIMILE - 608-242-5388
gg:  Charter Case No. 11-0924
" Sibpoena dated 3/4/12 for email address tpatdat@charter.net :
Request Type: 10 Address : Lo
‘Dear SA Brad'MoRTgomeryt. . . SR

S

Charter Communigétipns, inc. (“Charter’) acknowledges receipt of the above referanced request for subscriber
* > “information sssociated with the information that you provided in your request. S

pursuant to your request, Charter investigated and.was able 10 identify the following subsc‘:ribér infor.mat'io‘i's: L

Account Nou - -0 : =
Accountholder: PATEDAVID A TOSHNER
. Service Address: o _ _
S e e e FOND DU LAC, W1 54937-9611 3
-~ gervice-Number{s): . . . ST e £
'Typ‘echSEché: - " Internet, Videa apdT'eIephané )
Length of Sér.vicé:.,' 08/20/99 - Present ' : BRI A
. pdditional Infor 1P Logs: 3ee atiached ' 7 - e : '

please be aware that Charter’s bifling records, from which the abave information ls obtaired, are subject to human
error and Charter cannot always guarantee the accuracy of such records, You should not Vrely solely on this Infarmation,
and should always ind ependently corroborate the information Charter provides you with other information you paﬁtg_ o
* concerning the identity of the individual. ' S L Lag
if you have any questions about this correspo,ndende, please fax your qu estions to (314] 805-0E08. In any

. corrgspondentce, plaase reference the Charter case number that Is printed above.

sincerely,

L e e

poudine Arms‘tro'ljg .
Law Enforcement Paralegal . . ,
charter Communigations - Legal Dept . :
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CONTACT mml'aMA'ﬂoN . . —%- .

All subpoenas, warrants, caurt orders or other requests for the disclesure of subscriber information, including but not«u

“lifnited to identifications made by name, telephone number or IP address, must be faxgd or mailed to Charter’s Law
Enfercement Parafegal at:

By Facsimile: P{eferred : . OR By Mail: .

ATTN: Law Erforcement Paralegal = . " ATTN: Law Enforcement Paralegal

Charter Communicatlons, Inc, : Charter Communications, Inc. o N
'{f)314-909-0609 . . 12405 Powerscourt Drive T

Saint Loutis, Missouri 631313660
{py 314-543-2408 °
_ [f) 314-909-0609

Charter doss hot accept Semce at any other fax number and does not accept sewnce at any. af our local offices or -
facilifies. . , i .

=1

.EMERGENCY REQUESTS “all emergency Information requests, l.e., mvolvmg immiediate danger of death or serious
phys:cal m;un;, mUSt be phoned to Charter's Law Enfnrcement Response Team 2L ' -

'4 .

1-366-394-0103

. For.more information about Charter's law enforcement disclosure process please visit httby//www.charter comfles. ' - .

RECORDS RETENTION _ P |

. . - o
S —— — e T ———

. This respo hse and aiy assoaated documentatlcn will only be retained for a pericd of TWQ (2) YEARS after. the date af
this response iy you would like for Charter to presarve any information for a longer petiod of time, please submit a
written request to Charter's Law Enfurcament Paralegat by facsimilé at 314-909-0609. Please includs a copy of the
responseg’or Charter's case number, (e g., 03-0000) with your requast so that the appropriate files may be identified.

. You miust specify a reasonable period of time the infarmation should be retained; preservation requests w:th an

undefme& reten’uon period will nat be accepted.

COST RECOVERY

'R

¢ Chartec resarves t’he rightto recover any expenses perrmtted or otherwise authonzed by law. in the event that g
charge is being asséssed, an mvolce will be atfached hereto. .

(06/0%) - - <

-
- Rl .
i

M
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Wisconsin DOJ Division of Criminal Investigation

ACISS Investigative Report 11-816/3
Report Date: 05/03/2011

11-816/3
Report Date: - 05/03/2011
Type Of Report: Investigative
Description: ~ Interview - David A Toshner
Dissemination Code;  Agency '
Reporting LEC: Montgomery, Brad R (Wisconsin Statewide Intelligence Center DCI / Wisconsin Department of Justice DCH)
Approval Status: Approved
Approved Date: 05/03/2011
Approved By: Matthews, David S (Wisconsin Statewide Intelliigence Center DCI / Wisconsin Department of Justice DCi)

Synopsis
On 03/21/2011, S/As Brad Montgomery and Sodora Orn interviewed DAVID A TOSHNER, W/M, DOB: at his residence located at
_Fond du Lac, WI 54937-9611.

| Related ,.

Address . ‘ Rel.étwns‘hig
tpatdat@charter.net, Wisconsin , United States of America IP or WEB Address

Related Subjects

Name ' Type Sex Race DOB Relationship _
Toshner, David A Person Male White 1953 Person of Interest

Record Origination Operator: Montgomery, Brad R (Wisconsin Statewide Intelligence Center DCI / Wisconsin Department of

Justice DCH
Record QOrigination Date: 05/03/2011 10:56 _
Last Update Operator: Matt'hews, David S (Wisconsin Statewide Intelligence Center DC1/ Wisconsin Department of
: Justice DCI)
Last Update Date; 05/03/2011 16:41

Reporting LEO Supervisc

Montgomery, Brad R (Wisconsin Matthews, David § (Wisconsin $tatewide
Statewide Intelligence Center DCI/ Intefligence Center DC1 / Wisconsin 5/4/2011
Wisconsin Depariment of Justice DCI) Department of Justice DCI)

SHOWERSDJ 05/04/2011
09:00 ACISS software ficensed by Wisconsin Case Management Page 10of 2




Wisconsin Division of Criminal Investigation Case Report
Case/Report Number:

On 03/21/2011, S/As Brad Montgomery and Sodora Orn interviewed DAVID A
TOSHNER, W/M, DOB: 1953 at his residence located at
; Fond du Lac, WI 54937-8611.

S/A Montgomery knocked on the door to the residence. When TOSHNER
answered S$/A Montgomery identified himself and Orn as S/As with the
Wisconsin Department of Justice. BS/As Montgomery and Crn showed TOSHNER
our issued credentials and badges. 8/A Montgomery asked TOSHNER if he
was willing to speak to S/As Montgomery and Crao. TOSHNER agreed but
would not allow S/As Montgomery or Orn into his residence.

S/A Montgomery asked TOSHNER about the email sent to WI Senator Tim
Carpenter on 02/23/2011, and whether he had sent any emails toc any
Wisconsin Legislators. TOSHNER provided the following information:

TOSHNER has sent emails to WI Legislators in the past and will continue
to send emails. TOSHNER has never sent a threatening email te any
Wisconsin Legisiator.

S/& Montgomery showed TOSHER the email sent to WI Senator Tim Carpenter
on 02/23/2011. TOSHNER denied having sent the email.

TOSHNER had no further information to provide. S/As Mentgomery and Orn
terminated the interview.

Narrative Page

This document contains neither recommendations nor conclusions of the
Division of Criminal Investigation. It 1is the property of this
Division, and is locaned to your agency. Its contents are not to be
distributed cputside your agency.




